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What is claimed is: 



30 



J. 



Fiuent 



plurality of processors; 



1 . A data processor for processing data comprisin! 
an input port lor receiving packets of data; j 
at least a port for communication with each £ 

a first processor in communicalion witli the 1 Jast a port and for processing 
received data to provide a header including a list of J^rctiesscs to perform on the packet of 
data and an ordering thereof, the header stored witbjn <j packet of data to which the 

header relates; 

a buffer for storing data received from the ieiL-jt a port : 
a buffer controller for determining based onjthf header within a packet a next 
processor of the plurality of processors to process slid data packet and for providing smci 
data packet to the at least a port for provision lo thejne <}. processor. 



2. A data processor lor processing data as defi jied in clain. 1 wherein first processor 
includes means for providing executable code to ih^ njxl processor, the executable code 
for being executed to process an associated packet. \ 

A data processor lor processing data as defipec in ckim I wherem first proce.ssor 
includes means for providing an indication of cxec|tal )le code ro provide to the next 
processor, the executable code for being executed ij) process an associated packet. 



4. A data processor for processing data as dcfi|ie( in claim 1 wherein buffer 



controller is for determining the next proce.ssor fro|i a 
each of which is a possible next processor. | 



5. A data processor for processing data as defipw 

plurality of processors. | 

I 
t 

6. A daia processor for processing data lis deftiei I 
processors is a plurality of special purpose processors 



16 



plurality of available processors 



in claim 1 further comprising rhe 



iin claim 5 wherein the plurality of 
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therein and inaccessible from outside the cryptograf|iic 



7. A data processor tor processing data as dcfinj^d in claim 6 wherein the plurality of 
special purpose processors includes cryptographic pjoc:ssors having secret keys nuncd 

processor device. 

8. A data processor for processing data as defirjed in claim 7 wherein the plurality of 
special purpose processors includes a plurality of prficc ssors for performing aspects of 
network security protocol processing in order to su^o: t at least a network security 
protocol 



A data processor for processing data comprifein 5: 
a buffer for storing data; |: 
a pl\irality of special purpose processors, ea(|h 



buffer; 



a buffer controller in communication with efect: 
determining a next processor of the special purposejpr )cessors to process the data, and 
for providing the data to the determined next proce|KO 

1 0. A data processor for processing data as defijjec in claim 9 wherein the plurality of 
special purpose processors includes at least a serveji processor for formatting data into a 
data structure including a header having a list of pr|cc5ses >o perform on the data and an 
ordering thereof. 




Pnieni 



or processing data from within the 
special purpose processor, for 



U. A data processor for processing data a.s defiiied in claim 10 wherein the buffer 
controller is for determining a next process in depe|id( ncc upon ihe list of processes to 
perform on the data and the ordering thereof. 



1 2. A data processor for processing a packet of\ 
an addressing network; i 



Ida a 



comprising: 
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a plurality of special purpoiie jjrocessors, ei| 



addressing network and for provid 
addressing network interconnectini 



a first processor for providing 



the addressing network to a plurali 
order, the data associated with the 
different data for directing them di 



each special purpose processor is fi)r ijerforming a : unction absent knowledge of the 



overall high level packet processing o|)cration. 



13. A data processor for proccs un^ a packet of |jat i as defined in claim 12 wherein 



each processor is for receiving exeoutlblc insrructidis 



executable instructions provided to 
packet. 



1 4. A data processor for proccs 
each processor is for receiving exeiutible insiructic|jis 



executable instmctions provided to 
packet. 



15. A method for processing stieai|i data compr iir g: 
receiving stream data incluc inj j packets of dfita 



proce.ssing received data peickv 



processes xo perform on the packet ijm^ 
packet to which the hcider relates; 

providing the packet with t 
for each packet within the buffer: 

determining based on the hejad 

packet; 

providing the packet to the Aet 



Iproces 



tJje plurality oft special purpose pr(x:essors; 



^ata for use i 



essed i 



y (if processors ; r\i 



|cet, wherein 



feipnfly through; 



Paicnt 



or processing data received via the 
tjo.the addressing network, the 



recting a packet of data through 
after another in a predetermined 
Hiffcrent packets are provided with 
thi^ addressing network and wherein 



ih \ processor al|>nj; a different data path than the data 



jin ^ a packet of [ at i as defined in claim 12 wherein 



thd processor iil[>nj; a same data path tlian the data 



arid for executing same, the 



\s to provide lor 

(| an ordering | hereof, the header stored within the 



e <:f;sociated hea|aer 



1 r within the 



<jrmined next 
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and for executing same, the 



at an input port; 

each a header including a list of 



to a buffer for storage; 
ac ce;t a next processor to process the 
rcoessor for processing, and 
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receiving the processed 
stored packet including one ot* 
is complete and that no 

when no further processes are indicate]^ 

an output port. 



hat 



packet from the procjpsijor 

in indication 
procesij^ng by the 

in a header 



1 6. A method for processing strearh 

providing the packet to the output port: 

I 

i 

10 17. A method for processing streaip 
implemented within a single integrate| 



18. A method for processing streajjp 
implemented within a single integrate 
and wherein the at least some next prcjpessor.^; 
device. 



1 9. A method for processing 
integrated device includes an input 
the header information and a data 
data between next processors. 



port, 



buffer 



next 



of a 



data as defi4c4 in claim 15 wherein prior to 
the header ii^fojination is stripped therefrom. 

data a.s detiHccj in claim 16 wherein the method is 
device. 



data as de filled in claim 1& wherein the method is 
device abseiit a "least some of the next processors 
s arc in;ccpnmunicaiion with the integrated 



strearti data dc 
h, an output f 
for stori 



20. A method for processing strea^ data as defi|{ie<^ 
processor is programnrLabie. 



defined 



2 1 . A method for processing strea|i data as 
and the output pon include data elem^hts for ingress 
respectively. 



30 22. An architecture for processing||daca compris ng: 



19 



Parent 



and storing it in the buffcn the 
processing by the next processor 
irocessor is required; and. 
packet, providing ihe packet to 



dctliic4 in claim 18 wherein the 

xi, a server processor for providing 
ng [backet data and for routing the packet 




in claim 19 wherein the .server 



aid 



in claim 19 wherein the input port 
outgress processing 



Sent By: Freedman & Associates; 



Doc. No. 47- n US 



613 274 7414; 



Dec-22-00 16:34; 



Page 30/43 



sc. 



10 



15 



25 



a first processing element for receiving data knd for fomialling the data with a list 
of processes selected from available p4)cebses and sji ordering thereof, the list of 
processes for being performed on the cfeitii; 

funher processors for performifig at lea^ii on;|j | 
processes; and, 

a routing memoiy for providing data to proc|s.s|)rs for performing the processes 
according to the ordering of the listed processes. 



23. An architecture for processing l^lata accordini; 
memory comprises a packet buffer meifnory for buff ; r 
determining an appropriate processor fpr processing 
the data to said processor. 



24. An architecture for processing ;^ta accordin 
memory comprises an address switching network for 
in a predetermined order according to the list of prulfcifses 
wherein the address switching nciwor| is dynamic 
between further processors in accordance with any 



p] oce.ss from the available 



to claim 22 wherein The routing 
rLig packets and a processor for 
J fo)-maiied data and for providing 



th 



cif 



26. An architecture for processing iilata accordin 
the further processors are dedicated sijjgle function 



to 



20 25. An architecture for processingjjiata accordinj| 

further processors are dedicated singlefjfunction proflesf ors 



27. An architcctxire for processingljdata accordin 
the further processors are processor niOdules for i 



tb claim 26 wherein a majoriLy of 
nr^rfjicing wiiti the routing memory. 



Patent 



to claim 22 wherein the routing 
routing a packet belween processors 
and the ordering thereof 
4)lo)wing a packet to he routed 

variety of process lists and orders. 



claim 22 wherein some of the 
for processing the data. 



1)1 



claim 25 wherein a majority of 
Mcessors for processing the data. 
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